
During the period of British colonial rule in India, bureaucrats in the city 
of Delhi became concerned with deaths caused by cobra bites. With the goal 
of reducing the number of deaths, the authorities established a program 
whereby the skin of a dead cobra could be exchanged for a monetary reward. 
Initially this plan was successful, and the number of cobras was reduced. But 
then some enterprising citizens began to game the system by breeding co-
bras. The government caught wind of the scheme and canceled the program. 
This meant that the  people who had been breeding the cobras no longer had 
any use for them, so they released them from captivity. As a result,  there  were 
now even more of the deadly snakes than ever before.1

In the United States in 2012, the Bureau of Alcohol, Tobacco, Firearms 
and Explosives (ATF) set up a fake surplus shop that would buy guns. Their 
goal was to reduce the number of guns on the streets and thereby reduce gun 
vio lence. To enable them to purchase as many guns as pos si ble, the ATF 
agents who ran the store de cided to pay higher than the market rate. This 
led to an increase in crimes such as burglary where criminals would look for 
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guns to steal in order to sell them at the store. The store was also burglar-
ized and the fully automatic machine guns used by the ATF agents stolen 
and never recovered.2 The ATF’s plan led to more crime and more guns on 
the streets.

The perverse incentives created by the bureaucrats in Delhi and by the 
ATF agents in the United States led in both cases to the opposite outcome 
than the one they desired. This same pattern would play out in the 0eld of 
information security at the beginning of the twenty- 0rst  century, and it was 
caused by an obsessive focus on technical security vulnerabilities.

The dot- com boom had created an im mense and ever- growing market 
for computer software. The size and complexity of software crept inexora-
bly upward over time as developers added new functionality in order to en-
tice and retain users. Web browsers and web servers grew in size to become 
millions of lines of code. A 2004 book from Microsoft Press suggested that 
one thousand lines of code would typically contain between two and twenty 
bugs, although that number would be substantially lower if the code had been 
created within a pro cess such as Microsoft’s SDL.3 Software security efforts 
such as Microsoft’s Trustworthy Computing initiative, the SDL that they had 
created, and the increasing use of software security technologies such as static 
analy sis and fuzzing had increased the level of skill required to 0nd vulner-
abilities in software. This had the effect of increasing the value of security 
vulnerabilities discovered in widely used software packages since  those dis-
coveries  were now more rare.

A vulnerability that is not common knowledge and for which no patch 
has yet been released is referred to as a zero- day vulnerability, sometimes 
written as “0day” and pronounced “oh- day.”4 The term zero- day refers to the 
fact that  there have been zero days’ advance warning, meaning no days, re-
garding the risk that the security vulnerability represents.5 If a person can 
0nd a zero- day vulnerability in a popu lar piece of software, this can result 
in a large number of computers being vulnerable.6 If a hacker is able to 0nd 
a zero- day vulnerability in, say, the operating system of a mobile phone, then 
in theory that hacker can now hack any mobile phone that uses that operat-
ing system. That is,  until the vulnerability becomes patched. (In practice, 
 there might be other hurdles the hacker would need to overcome in order to 
carry out  those attacks.)

Zero- day vulnerabilities have value in large part  because they represent 
secret knowledge.7 But zero- day vulnerabilities also provide hackers with spe-
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cial advantages. Security technologies such as intrusion detection systems 
and antivirus software normally try to detect known patterns of attack and 
so typically would be unlikely to detect the use of a zero- day vulnerability.8 
A well- prepared organ ization might be able to detect the use of a zero- day 
vulnerability through some other means, however, such as by detecting the 
subsequent actions of the hacker  after he has gained access.

A vulnerability that has been discovered but not disclosed in a little- used 
piece of software could technically meet the de0nition of a zero- day but is 
unlikely to be referred to as such. Colloquially, the term zero- day is reserved 
for vulnerabilities that are expected to create a signi0cant impact, such as 
 those that are found in popu lar software. Within the security community 
 there is also an extent to which a zero- day vulnerability should have a “cool 
 factor,” with one researcher describing zero- day vulnerabilities, perhaps in a 
deliberately ostentatious way, as “totally gnarly.”9 A zero- day vulnerability 
need not necessarily be a software bug such as a buffer over1ow. The knowl-
edge of a novel technique for maintaining access to a computer through a 
“back door,” or a new technique for creating a covert channel could also be 
thought of as a zero- day.10

The etymology of the term zero- day is unclear. Winston Churchill, writ-
ing in his book Closing the Ring, which was published in 1951, described 
October 20, 1943, as the “zero day” for German V2 rocket attacks to begin on 
London.11 The term zero- day was used in illegal 0le sharing circles wherein 
pirated content such as movies,  music, and computer software was shared and 
traded. Naming a folder with a leading zero such as “0day” would put the 
listing at the top of the directory and make the 0les contained in the folder 
more likely to catch the attention of another person.12 But quite how the 
“zero- day” quali0er 0rst began to be used in the way that it is now commonly 
used to refer to security vulnerabilities is unclear.13

The buffer over1ow exploited by the Morris worm was the 0rst wide- scale 
demonstration of a zero- day vulnerability, even though the Morris worm also 
used other techniques to infect computers such as cracking passwords.  After 
the Morris worm had been decompiled and the source code thoroughly ex-
amined by the  people who  were investigating it, the zero- day vulnerability 
that it employed was discovered. Patches  were issued that would stop subse-
quent attempts to exploit that par tic u lar buffer over1ow. This example re-
veals the paradox of zero- day vulnerabilities— that exploiting a zero- day 
vulnerability creates the possibility that it  will be revealed.14 A victim that 
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has been hacked by a zero- day vulnerability can potentially reconstruct the 
technical details of the vulnerability from log 0les and other artifacts that 
are created as a by- product of the attack.15 This is an inversion of the situa-
tion faced by Microsoft, where hackers would use the information in the 
patches issued by Microsoft to identify the under lying vulnerabilities that 
 were being patched.  Here, the shoe is on the other foot.

Once the details of a zero- day vulnerability begin to be widely known, 
its utility begins to decrease.  After a patch for the vulnerability is issued by 
the software vendor, the usefulness of the vulnerability to hackers depends 
on organ izations and individuals not applying the patch. As more and more 
organ izations apply the patch, the value of the vulnerability decreases asymp-
totically to zero (or near- zero, as it is unlikely that  every single organ ization 
 will install the patch).  Because of this, the use of zero- day vulnerabilities is 
actually quite rare.16 One study estimates that the use of zero- day vulnera-
bilities represents just one- tenth of 1  percent of all vulnerabilities that are ex-
ploited.17 But when zero- day vulnerabilities are used, it is usually against 
targets that have special importance to the hackers involved.

In 2011, hackers sent a phishing email to employees of a com pany named 
RSA Security. The email had the subject line “2011 Recruitment Plan,” and 
one of the RSA employees who received the email opened the attached 
spreadsheet 0le.18 That 0le contained code that exploited a zero- day vulner-
ability on the person’s computer and installed a back door. The hackers then 
used that back door as a foothold to gain access to sensitive data that they 
then copied and ex0ltrated, meaning stole.19 The reason that the hackers used 
a valuable zero- day vulnerability to hack RSA was  because RSA is a secu-
rity com pany that makes two- factor authentication products. The sensitive 
data that the hackers copied from RSA was the information that they needed 
to hack the two- factor authentication system used by Lockheed Martin, the 
largest defense contractor in the United States and a manufacturer of spy sat-
ellites and 0ghter planes for the US military.20 The hackers appeared to 
know that in order to hack Lockheed Martin, they 0rst needed to hack RSA, 
and so they used a zero- day vulnerability to accomplish that.

Companies such as Microsoft looked for vulnerabilities in their own prod-
ucts so that outside threats such as hackers could not 0nd them and exploit 
them. But commercial companies would also look for vulnerabilities in popu-
lar software packages in order to demonstrate their security expertise by 
promoting their discoveries.21 A commercial security com pany could also use 
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any zero- day vulnerabilities that they had discovered in their commercial 
penetration testing engagements since the knowledge of a zero- day vulner-
ability in a piece of software would practically guarantee the ability to pen-
etrate any organ ization that used that software.22

In the early 2000s, the consensus within the 0eld of information security 
was that disclosing zero- day vulnerabilities was necessary to force software 
vendors to patch  those vulnerabilities.23 The belief was that vendors would 
have no reason other wise to do so.24 As a consequence, hackers and security 
researchers who posted the details of zero- day vulnerabilities on mailing lists 
such as Bugtraq  were considered to be increasing social welfare.25 Only a few 
voices expressed concern, including Marcus Ranum who made the observa-
tion that “nobody appears to consider the less palatable possibility” that the 
reason vulnerabilities  were being disclosed was for the purpose of market-
ing the person  doing the disclosure.26

The widespread availability of exploits for zero- day vulnerabilities created 
the risk that hackers and script kiddies could use  those exploits to hack into 
computers. At that time, exploits for vulnerabilities  were typically a relatively 
small computer program, usually no longer than two or three hundred lines 
of code, and so  those exploits could easily proliferate around the world within 
seconds by being transferred over the internet. Releasing exploit code or 
scripts was sometimes justi0ed as providing a proof of concept for the pur-
pose of enabling  people to test  whether their systems  were vulnerable. But 
the ready availability of exploits that anyone could use to hack into comput-
ers was also harmful since it enabled a larger group of  people to carry out 
hacking who would not ordinarily be able to do so.27 One study found that 
hackers closely monitored mailing lists such as Bugtraq where information 
regarding new vulnerabilities was being posted in order to obtain the knowl-
edge of  those vulnerabilities and then begin to exploit them.28  There was 
clearly a trade- off, and the question being asked was  whether looking for vul-
nerabilities and then publicizing the details of  those vulnerabilities in public 
forums such as Bugtraq was bene0cial.

A 2005 study examined that question.29 Given that  there  were many hack-
ers and many security researchers looking for security vulnerabilities, the 
overall quality of software should have noticeably increased as the pool of 
vulnerabilities became depleted by  those efforts. The study found, however, 
that  there was only very weak evidence for the idea of depletion.30 In fact, 
the authors found that they could not rule out no depletion taking place at 
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all.31 This result aligned with the experience of security professionals at that 
time, which was that it was not unusual for vulnerabilities to be found in 
software where  those vulnerabilities had been pre sent for many years, even 
 after the software had previously received security audits. The study con-
cluded by saying that the apparent lack of evidence to support the value of 
looking for and publicly disclosing vulnerabilities was “troubling.”32 A sec-
ond study found that vulnerability depletion caused by software security 
efforts could not be ruled out but that more investigation was needed.33

The question of  whether it was useful to look for vulnerabilities was in-
ter est ing perhaps only in a theoretical, academic sense. If no one looked for 
vulnerabilities, then the only vulnerabilities that would exist would be  those 
that  people stumbled upon accidentally, which would be a relatively small 
number. But  because at least some number of  people did actively look for 
vulnerabilities and publicized them to the world, other  people such as soft-
ware companies had to look for vulnerabilities as well. This was a game- 
theoretic death spiral within which every one became trapped.

Nation- states have a par tic u lar interest in zero- day vulnerabilities and a 
strong motivation to acquire them. A nation- state wants to acquire informa-
tion from its rivals on the world stage, and zero- day vulnerabilities can be 
an effective tool against the substantial defenses that other countries can con-
struct. Nation- states also have considerable resources that they can apply to 
the challenge of 0nding zero- day vulnerabilities.

In 2004, a nonpro0t group named the Electronic Frontier Foundation 
(EFF) sued the US government to obtain information  under the Freedom 
of Information Act regarding what zero- day vulnerabilities the government 
was holding.34 On the eve of a court  battle, the government released infor-
mation that described how US intelligence agencies use vulnerabilities in sup-
port of their “offensive” mission, which includes spying and hacking into 
computers in foreign nations.35 The acquisition and use of zero- day vulner-
abilities by three- letter agencies such as the NSA and CIA was also revealed 
by a number of high- pro0le leaks. Beginning in August 2016, a hacker group 
calling themselves the Shadow Brokers made a series of posts online.36 In 
 those posts they claimed to have hacked a dif fer ent hacking group called the 
Equation Group and stolen their “cyber weapons,” meaning exploits for zero- 
day vulnerabilities.37 The Shadow Brokers then stated that they would hold 
an online auction to sell the exploits to the highest bidder.38 They wrote in 
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broken En glish, “We hack Equation Group. We 0nd many Equation Group 
cyber weapons. You see pictures. We give you some Equation Group 0les  free, 
you see. This is good proof no? You enjoy!!! You break many  things.”39 It is 
not clear  whether the Shadow Brokers hacked a computer that was being 
used by the Equation Group and acquired the knowledge of the vulnerabil-
ities from that computer,  whether they simply happened upon the informa-
tion, or  whether the information was deliberately leaked to them.40

To prove the value of the information they  were selling, the Shadow Bro-
kers published some of the exploits they had acquired.41  There  were code 
words written into the source code for  those exploits such as ETERNAL-
BLUE, ETERNALROMANCE, and EXPLODINGCAN.42 One of the 
exploits was a zero- day vulnerability in Microsoft Win dows— a valuable 
prize. This information released by the Shadow Brokers meant that other 
hackers could now use the knowledge of  those vulnerabilities. The ETER-
NALBLUE vulnerability was used to create an internet worm called Wann-
aCry, which infected more than two hundred thousand computers across 
150 countries.43 WannaCry was ransomware that encrypted 0les on the in-
fected computers and then displayed a message on the screen demanding that 
$300 be delivered within three days, or $6,000 within seven days, other wise 
the encrypted 0les would be deleted.44 Computers at the United Kingdom’s 
National Health Ser vice  were infected by WannaCry, causing some hospi-
tals to turn patients away.45

Within months a second malicious program began to spread using ETER-
NALBLUE.46 NotPetya was so named  because it resembled an existing ran-
somware program called Petya, but it soon became apparent that NotPetya 
was not designed to make money.47 Although NotPetya presented as ransom-
ware, its true purpose was to cause disruption.48 NotPetya infected computers 
around the world but appears to have been designed to target computers pri-
marily in Rus sia and Ukraine.49 Organ izations that provided key ser vices in 
Ukraine  were infected such as the state power com pany, the main airport in 
Kiev, and the Kiev metro system.50 The computer systems at Ukraine’s Cher-
nobyl Nuclear Power Plant  were also affected, causing site workers to revert to 
manual checking of radiation levels rather than computerized monitoring.51

The Shadow Brokers  were mysterious, but even more puzzling was how 
the Equation Group had managed to develop such an extensive collection 
of zero- day vulnerability exploits.  After examining the source code of the 
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exploits written by the Equation Group, they  were found to have a predilec-
tion for employing certain cryptographic algorithms, as well as having what 
was described as “extraordinary engineering skill” and apparently “unlim-
ited resources.”52 The solution to this puzzle was that the Equation Group 
was almost certainly the Of0ce of Tailored Access Operations (TAO) within 
the NSA.53 The TAO is a unit that is focused on hacking foreign computers 
for the purpose of intelligence gathering.54 It is said to employ hundreds of 
civilian hackers and supporting staff.55 The ability of the TAO to develop 
the zero- day vulnerability exploits that  were stolen by the Shadow Brokers 
was a result of the massive resources that it could bring to the task.

But as impressive as the capabilities of the TAO  were, they  were not with-
out 1aw. The attribution of the Equation Group as the TAO was pos si ble 
due to the code words that  were found inside the vulnerability exploits, and 
 those code words had already been used elsewhere.56 The TAO had also 
made the  mistake of leaving the timestamps in their 0les.57  Those timestamps 
showed that the code had been written by programmers working between 
the hours of 8:00 a.m. and 5:00 p.m. on the eastern side of the United States, 
the same time zone as the NSA headquarters in Fort  Meade, Mary land.58 
Once the Equation Group exploits  were revealed by the Shadow Brokers, it 
was also pos si ble to determine some of the victims of previous hacking at-
tacks that had employed  those exploits, and  those attacks appeared to  favor 
targets in Iran, the Rus sian Federation, Pakistan, and Af ghan i stan.59

Like the NSA, the CIA suffered a breach of zero- day vulnerabilities. In 
March 2017, WikiLeaks published a tranche of more than eight thousand 
documents they called Vault 7.60 WikiLeaks claimed that the documents had 
“circulated among former US government hackers and contractors in an un-
authorized manner” and that within the documents  were the details of sev-
eral zero- day vulnerabilities including exploits for web browsers such as 
Google Chrome and Microsoft Edge, and for vari ous operating systems such 
as Apple iPhone, Google Android, and Microsoft Win dows.61 Unlike the 
Shadow Brokers, WikiLeaks stated that they would not release the exploits 
themselves and that they  were working with the affected vendors so that 
patches could be created. The Vault 7 leaks also revealed information regard-
ing several CIA hacking tools. One tool with the CIA code name Weeping 
Angel had been jointly developed by the CIA and MI5, the counterintelli-
gence security agency of the United Kingdom.62 It exploited internet- enabled 
TVs manufactured by Samsung.63  After being used against a TV, when the 
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TV appeared to be switched off it would in fact be listening to any conversa-
tions in the room, which it would rec ord and send over the internet to CIA 
headquarters.64 WikiLeaks described the Vault 7 leaks as demonstrating the 
need for a public debate about “ whether the CIA’s hacking capabilities ex-
ceeded its mandated powers” and “about the security, creation, use, prolif-
eration and demo cratic control of cyberweapons”—by which they meant 
zero- day vulnerabilities and the hacking tools that incorporated them.65

The NSA and CIA would have no doubt preferred to avoid the disclo-
sure of their zero- day exploits and the attribution of the materials that  were 
leaked to their agencies. Some of the documents contained within the Vault 
7 cache  were pages from an internal CIA forum in which CIA employees 
discussed the  mistakes that the NSA had made that enabled the Equation 
Group to be identi0ed as the TAO, and how they might avoid making  those 
same  mistakes.66

The Shadow Brokers disclosed the zero- day vulnerabilities created by the 
NSA in an attempt to pro0t from that disclosure. WikiLeaks disclosed the 
zero- day vulnerabilities created by the CIA for the stated reason of begin-
ning a public debate. But for white hat hackers, security researchers, and com-
mercial security companies, the decision regarding  whether to disclose 
zero- day vulnerabilities and how to do so was more complex. Disclosing a 
vulnerability to the software vendor would cause the software vendor to re-
lease a patch, but hackers could then use that patch to identify the vulnera-
bility and create an exploit.  Because organ izations had dif0culties with 
applying patches quickly and completely, hackers could use an exploit to hack 
organ izations that had not yet applied the patch. But not disclosing the vul-
nerability to the software vendor would mean that  there would never be a 
patch, and any hacker who discovered the vulnerability could exploit it. The 
question was  whether it was better to have a larger number of hackers who 
possessed exploits for vulnerabilities for which patches existed or to have a 
smaller number of hackers who possessed exploits for vulnerabilities for 
which  there was no patch. This was the question of disclosure, and  there has 
been a long history of thinking on the topic within the 0eld of information 
security.

In the late 1990s and early 2000s, the full disclosure approach to vulnerabil-
ity disclosure was dominant. Hackers and vulnerability researchers would 
post the details of vulnerabilities to Bugtraq and to another mailing list 
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named Full Disclosure.67 The Bugtraq mailing list was created in 1993 and 
the Full Disclosure mailing list in 2002.68 Full Disclosure, as its name im-
plied, was dedicated to “unfettered and unmoderated discussions” regard-
ing vulnerabilities.69 Within a year of its creation, the Full Disclosure list was 
receiving more than one thousand new posts per month.70

The full disclosure approach represents a kind of initial conditions or foun-
dation for the answer to the question of disclosure. Full disclosure is always 
pos si ble since it is impossible to stop  people from choosing to post information 
on the internet regarding vulnerabilities once they have acquired that knowl-
edge. Full disclosure was in part a backlash against  earlier secrecy around secu-
rity vulnerabilities. From 1989 to 1991, participants on a restricted mailing list 
called Zardoz would discuss security vulnerabilities.71 The  actual name of the 
list was the Security Digest, but the list was given the informal name of Zardoz 
 because that was the name of the computer used to send the emails to the list 
members. To become a member of the Zardoz list required a person to have a 
relevant job such as being the administrator of a large installation of comput-
ers, being an academic, or by being vetted by the other members of the list.72 
 Because Zardoz contained information about zero- day vulnerabilities, it was a 
constant target of hackers who would try to 0nd archives of the list on subscrib-
ers’ computers.73

Full disclosure was described by some as a “necessary evil” but by  others 
as being akin to the logic of US war planners during the Vietnam War, where 
“destroying the village was necessary in order to save it.”74 The public- 
shaming aspect of full disclosure was also unappealing to some, who de-
scribed it as the equivalent of writing “WASH ME” in the dirt covering a 
person’s car.75 The full disclosure approach could even be seen as a kind of 
victim blaming, where public announcements  were made regarding vulner-
abilities in the products written by software vendors who perhaps did not 
have the resources to implement software security initiatives within their 
companies. Research also showed that  there was only modest support at best 
for the claim that full disclosure made vendors issue patches for vulnerabili-
ties more quickly than other wise.76 But even in the presence of  these con-
cerns, the prevailing view within the 0eld of information security was that 
to be critical of  people who disclosed vulnerabilities using full disclosure was 
shooting the messenger, that white hat hackers and security researchers who 
posted information regarding vulnerabilities and exploits to Bugtraq  were 
“serving the greater good.”77
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White hat hackers and security researchers advocated for full disclosure 
during this period  because it aligned with their self- interest. Full disclosure of 
vulnerabilities was dramatic and created a sense of urgency. The act of dis-
closing a zero- day vulnerability in a widely used piece of software could gain 
a person instant fame, and this was a power ful incentive.78 The person who 
found and disclosed the vulnerability that was used by the Slammer worm 
told the Washington Post during an interview in the wake of the worm that 
he would “prob ably no longer publish such code” but the following month 
de cided that he would return to practicing full disclosure.79

Full disclosure evolved into responsible disclosure. In responsible disclo-
sure, the person who 0nds a zero- day vulnerability does not disclose it pub-
licly.80 Instead, she privately contacts the software vendor and informs them 
of the details.81 This provides the vendor with the opportunity to 0x the vul-
nerability and issue a patch before the larger world becomes aware.82 The 
responsible disclosure approach removed the prob lem of black hat hackers 
using information regarding vulnerabilities to hack computers before a patch 
was made available.83 In order to address the situation where a vendor re-
ceived a noti0cation regarding a vulnerability but sat on that knowledge and 
did not issue a patch, the responsible disclosure approach typically employed 
a scheme whereby the vendor was given a certain amount of time to pro-
duce a patch, such as ninety days. If the vendor did not produce a patch by 
the end of that time, the details of the vulnerability could be publicly released 
by the person who discovered it.84

A widely referenced codi0cation of the informal rules around responsi-
ble disclosure was the “Full Disclosure Policy” document written by a secu-
rity researcher with the pseudonym Rain Forest Puppy.85 That policy sets 
basic rules for the two parties— the researcher and the vendor— such as the 
vendor having to reply to an emailed report of a vulnerability from a re-
searcher within 0ve days.86

Within the security community, responsible disclosure became viewed as 
The Right  Thing To Do  because it had fewer downsides than full disclo-
sure. But part of the reason why responsible disclosure came to be the pre-
ferred approach was  because it more effectively served the goals of both  those 
who researched vulnerabilities and the goals of the software vendors. The 
incentive for white hat hackers, security researchers, and security companies 
to use responsible disclosure was that it enabled them to receive public credit 
for their work. When a software vendor announced a vulnerability alongside 
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the availability of a patch, they typically credited the person who disclosed 
the vulnerability, and so responsible disclosure provided a public acknowl-
edgment. The incentive for software vendors to use responsible disclosure 
was that it provided them with some amount of forewarning to 0x vulner-
abilities before information regarding  those vulnerabilities became public 
knowledge. The experience for the customers of  those software vendors was 
improved as a result. With full disclosure, customers would have to scram-
ble to try and protect their systems against vulnerabilities for which no 
patch was available. But with responsible disclosure, customers received the 
patch before the information regarding the vulnerability was widely 
known and could install the patch to protect themselves in advance. Often a 
patch was made available without the details of the associated vulnerability 
ever being released.

Responsible disclosure replaced full disclosure as the preferred approach 
to disclosure, but responsible disclosure could only exist  because the threat 
of full disclosure was lurking  behind it. A software vendor knew that if they 
did not create and issue a patch  after a security vulnerability had been re-
ported to them, that the person who found the vulnerability could simply 
release the details of the vulnerability— essentially defaulting to full disclo-
sure. Tensions emerged when the letter of responsible disclosure was followed 
but not the spirit. Some researchers and security companies chose to release 
working exploits for vulnerabilities within hours or even minutes of the soft-
ware vendor issuing a patch, which created a race between hackers and 
organ izations to see who could  either patch or exploit the vulnerability 0rst.87

Vulnerability researchers sometimes expressed frustration at the belief that 
vendors  were sitting for too long on information regarding vulnerabilities that 
had been reported to them.88 Vendors  were also criticized for making excuses 
as to why they had not yet implemented patches.89 For  these reasons, some 
researchers became disquieted with the term responsible disclosure. They 
started to view it as emotionally loaded in that it implied that any other type 
of disclosure other than responsible disclosure was by de0nition irresponsi-
ble.90 In their opinion, responsible disclosure enabled the vendor to have too 
much of a say in who the researcher noti0ed regarding the vulnerability and 
when.91

Responsible disclosure had created the situation for software companies 
where if an outside researcher  were to 0nd a vulnerability in one of the com-
pany’s products, the com pany was now on the researcher’s schedule to 0x 
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the vulnerability and issue a patch. This led some large companies to create 
internal teams of bug hunters so that they could 0nd vulnerabilities before 
outsiders did and not have to cede control over the timeline for creating the 
patch.92  Those bug hunting teams  were sometimes tasked with looking for 
vulnerabilities not just in their own com pany’s software but also in other soft-
ware.93 That software might be open source software on which the com-
pany relied or just software that was commonly used by the general public. 
That work to 0nd vulnerabilities in other  people’s software was often por-
trayed as an altruistic act that would protect consumers.94 But companies with 
dedicated bug hunting teams that found critical vulnerabilities in other 
 people’s software sometimes disclosed  those vulnerabilities in ways that ap-
peared to serve two purposes: to not only highlight the existence of the vul-
nerability but also to promote the vulnerability- 0nding expertise of the 
com pany and thereby promote the com pany itself.95 In this way, responsible 
disclosure was transformed by the large companies that funded their own 
vulnerability research into what could be described as promoted disclosure.

Companies whose bug hunting teams could 0nd and disclose the most 
high- pro0le vulnerabilities would be rewarded by the popu lar press and by 
the security press with news coverage, and it was dif0cult to avoid the im-
pression that on some occasions commercial considerations came into play.96 
Google’s vulnerability hunting team, named Proj ect Zero, found a vulner-
ability in Microsoft’s Internet Explorer web browser and released the details 
of the vulnerability even  after Microsoft had asked them not to release the 
information  because a patch was not yet available.97 On a dif fer ent occasion, 
Proj ect Zero disclosed a serious vulnerability in Microsoft Win dows only ten 
days  after reporting it to Microsoft.98

In April 2014, a vulnerability researcher working at Google discovered a 
vulnerability in code that was widely used to implement encrypted commu-
nications between web browsers and web servers.99 This was a serious bug; 
around 17  percent of the web servers on the internet  were believed to be vulner-
able, with that percentage representing around half a million individual web 
servers.100 In order to promote the vulnerability, it was given the name Heart-
bleed, a logo of a red heart dripping blood, and its own website.101 The name 
Heartbleed came from the fact that the vulnerability was in the part of the 
software that dealt with the heartbeat of the program. The Heartbleed mar-
keting exercise was praised for being emotionally provocative since the Heart-
bleed name was said to “sound serious” and “fatal.”102 But  after Heartbleed 
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was revealed and began to be promoted, hackers started to exploit the vul-
nerability. The Heartbleed vulnerability was used to compromise personal in-
formation stored by the Canadian government, causing the government to shut 
down its website for several days.103 In August 2014, hackers used the Heart-
bleed vulnerability to compromise the security of four and a half million pa-
tient rec ords from the second largest hospital chain in the United States.104

Other commercial companies have since tried to promote vulnerabilities 
that they have discovered with the same high- pro0le marketing approach as 
Heartbleed, using similarly provocative names such as Rampage, Shellshock, 
and Skyfall.105

Heartbleed created par tic u lar consternation for the NSA  because they 
 were accused of knowing about the vulnerability for at least two years prior 
to it being disclosed and using it as a zero- day vulnerability to hack into com-
puters.106 The NSA was in a unique position with regard to zero- day vul-
nerabilities  because of its so- called dual mandate, which is not only the goal 
of obtaining intelligence from the United States’ enemies and rivals but also 
the obligation to protect the security of computers within the country.107 This 
dual mandate means that when the NSA discovers a zero- day vulnerability, 
it is faced with a dilemma. The vulnerability could be used in support of the 
NSA’s goal of obtaining intelligence, but this would mean keeping it a se-
cret, which would put computers within the homeland at risk. Alternatively, 
the NSA could choose to reveal the details of the vulnerability to the vendor 
of the software. This would enable US computers to be protected since the 
vendor would issue a patch, but the NSA would not then be able to use the 
zero- day vulnerability for the purpose of collecting intelligence.108

The dilemma hinges on how likely it is that another party such as a hacker 
or another foreign nation  will also discover the same zero- day vulnerability. 
If it is unlikely, then in terms of the dual mandate it is more logical to not 
reveal the details of the vulnerability to the vendor and vice versa. This idea 
that a second party might discover the same zero- day vulnerability is called 
rediscovery.109 If the rediscovery rate is high, zero- day vulnerabilities have 
less value  because someone  else is likely to also 0nd them. US government 
agencies are likely to have a stockpile of the same zero- day vulnerabilities as 
the governments of other nations, and  there is therefore  little reason to not 
disclose them.110 But if the rediscovery rate is low, then zero- day vulnerabil-
ities have more value  because it is unlikely that someone  else  will also dis-
cover them. US government agencies could assume that their stockpile of 
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zero- day vulnerabilities was largely unique and would therefore lean more 
 toward not disclosing them.111 But calculating the rediscovery rate is not 
straightforward. One study estimates that zero- day vulnerabilities have quite 
a long average shelf life of seven years and that for a given set of zero- day 
vulnerabilities only 6  percent of them are likely to be discovered by an out-
side party  after one year.112 A dif fer ent study estimates the rediscovery rate 
to be substantially higher at 13  percent.113

The debate concerning rediscovery and how to best serve the dual man-
date was not new to the NSA. The agency has a long history of trying to 
break the encryption schemes used to secure communications so that the 
phone calls and other communications of foreign governments can be inter-
cepted. That 0eld of study, called communications security or COMSEC, had 
to confront many of the same dilemmas that now exist with zero- day vul-
nerabilities. This is  because if the NSA 0nds a way to break the security of 
a par tic u lar kind of communications system, then the NSA could  either use 
that knowledge to eavesdrop or propose a 0x to make that communications 
system more secure.114

To address the accusation that they had known about Heartbleed before 
it was publicly disclosed, the NSA sent a tweet from its of0cial Twitter ac-
count stating that “NSA was not aware of the recently identi0ed Heartbleed 
vulnerability  until it was made public.”115 Within weeks, the White House 
also published a blog post from the White House cybersecurity coordinator 
and special assistant to the president that said, “In the majority of cases, re-
sponsibly disclosing a newly discovered vulnerability is clearly in the national 
interest,” but  there are “legitimate pros and cons to the decision to disclose.”116 
The White House blog post stated that the US government had “established 
a disciplined, rigorous and high- level decision- making pro cess for vulnera-
bility disclosure.”117

That pro cess was named the Vulnerabilities Equities Pro cess (VEP).118 It 
was developed by the Of0ce of the Director of National Intelligence during 
2008 and 2009, and it describes the pro cess that the federal government uses to 
 handle zero- day vulnerabilities—to make the choice about  whether to notify 
the vendor so that a patch can be created or to keep the information secret so 
that the NSA and other US security agencies can use it.119 The pro cess requires 
government agencies that 0nd or become aware of a zero- day vulnerability to 
notify the executive secretariat for the VEP, which is the NSA’s Information 
Assurance Directorate.120 A VEP board consisting of representatives from 
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agencies such as the CIA, NSA, and Department of Defense then meet on a 
regular basis to review the list of vulnerabilities that have been submitted. 
The decision of the board as to  whether to notify the affected vendor in-
cludes the consideration of  whether the vulnerability has “operational value” 
for the purpose of supporting “intelligence collection, cyber operations, or 
law enforcement evidence collection” and  whether the use of the vulnerabil-
ity  will provide “specialized operational value against cyber threat actors,” 
among other criteria—in other words,  whether the vulnerability  will be 
useful for carry ing out hacking.121

In 2015, the NSA made a statement that said that historically it had “re-
leased more than 91  percent of vulnerabilities that have gone through our 
internal review pro cess and that are made and used in the United States.”122 
But some organ izations such as the EFF suggested that the statement pro-
vided a lot of wiggle room.  There could conceivably have been vulnerabili-
ties that  were discovered by the US government but that  were not put through 
the VEP or that  were not “made and used in the United States.” The NSA 
statement also does not say  whether they 0rst used the zero- day vulnerabil-
ities to hack into computers and then entered them into the VEP.123  These 
ambiguities caused some commentators to suggest that the VEP was created 
not as a triage mechanism but rather to serve the purpose of public relations.124

Zero- day vulnerabilities have value to the NSA and to  others  because of what 
can be accomplished by using them, and that value has been increasingly ex-
pressed in 0nancial terms. During the full disclosure period, monetary 
compensation for 0nding vulnerabilities was eschewed. The Full Disclosure 
Policy created by Rain Forest Puppy stated that “monetary compensation . . .  
is highly discouraged.”125 But the idea of buying and selling zero- day vul-
nerabilities had been written about since 2000, and by 2002, commercial com-
panies had begun to pay for information regarding zero- day vulnerabilities 
and for zero- day vulnerability exploits.126

In 2005, an enterprising hacker calling himself fearwall created a listing 
on the internet auction site eBay for the purpose of selling information re-
garding a zero- day vulnerability in Microsoft’s Excel spreadsheet program.127 
The price on the site was bid up to around $1,200 before the listing was re-
moved.128 By the end of that year, a vulnerability exploit for Microsoft Win-
dows was sold for $4,000 by Rus sian hackers.129 The higher the perceived 
importance of the software that contained the vulnerability, the higher the 
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price for an exploit became. When Microsoft released its Win dows Vista op-
erating system in January 2007, iDefense offered $8,000 for information on 
the 0rst six zero- day vulnerabilities to be found and $4,000 more for each 
working exploit.130 A vulnerability exploit for Win dows Vista was  later of-
fered for sale at the price of $50,000.131

But even as the prices climbed higher and higher, the perception of some 
security researchers was that they  were not being paid enough. In 2009, an 
ex- NSA employee who had become a commercial vulnerability researcher 
spearheaded a campaign called No More  Free Bugs.132 He and his colleagues 
argued that the market was unfair to vulnerability researchers, given the 
amount of time that researchers spent looking to 0nd zero- day vulnerabili-
ties.133 This was a peculiar claim given that the researchers  were not being 
forced to spend their days looking for zero- day vulnerabilities.134 As talented 
programmers they could no doubt have obtained high- paying jobs. The dif-
ference would be that in  those jobs they would not have been able to obtain 
the same “super geek fame” that 0nding vulnerabilities provided.135

The number of commercial companies participating in the market for 
zero- day vulnerabilities increased, and companies began to buy and sell in-
formation regarding zero- day vulnerabilities.  Those companies included de-
fense contractors such as Raytheon and Northrop Grumman and security 
companies such as Netragard and Endgame. Some of the executives at  these 
companies were employed by both government and industry. The chair-
man of Endgame was the chief executive of In- Q- Tel, a venture capital 0rm 
set up at the request of the CIA to fund private companies that might ben-
e0t the intelligence community.136

The companies that  were being established to buy, broker, and resell zero- 
day vulnerabilities believed that responsible disclosure was not rational  because 
it left money on the  table but that it was rational to sell zero- day vulnerabili-
ties to the highest bidder.137 This position created a backlash, with companies 
that bought and sold vulnerabilities being described as run by “ethically 
challenged opportunists” and “modern- day merchants of death” who  were 
selling “the bullets for cyberwar.”138  Those who made  these criticisms con-
sidered the commercial companies who bought and sold zero- day vulnera-
bilities to be, effectively, private arms manufacturers. The weapons that they 
bought and sold  were the exploits for zero- day vulnerabilities, which could be 
used to hack other countries, private citizens, or used to carry out electronic 
crimes. Some of the companies attempted to mitigate  those concerns by 
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vowing to sell exploits for zero- day vulnerabilities only to NATO govern-
ments.139 But even with that restriction, the possibility existed for the informa-
tion regarding  those vulnerabilities to fall into the wrong hands, such as if a 
com pany that had purchased them was hacked.140 In 2015, an Italian com pany 
named Hacking Team that sold “offensive security technologies” was hacked 
and hundreds of gigabytes of source code, internal emails,  legal memos, and 
invoices  were leaked onto the internet.141 Inside  those leaked 0les  were exploits 
for zero- day vulnerabilities in software made by Adobe and Microsoft, includ-
ing Microsoft Win dows and Microsoft Internet Explorer.142

The market for zero- day vulnerabilities upended the norm of responsi-
ble disclosure. White hat hackers and security researchers who would have 
previously reported vulnerabilities to the affected software vendor now had 
the option to sell that information, and it was unclear  whether this was a net 
positive or a net negative for information security overall.143 Money chang-
ing hands in a commercial market could conceivably create perverse incen-
tives, such as for a software developer to create vulnerabilities in their own 
products and then sell the knowledge of  those vulnerabilities. Such a soft-
ware developer could insert vulnerabilities into the code in a way that was 
plausibly deniable. The ability to write such code had already been proven 
by a competition called the Underhanded C Contest in which participants 
compete to create code written in the C programming language that appears 
to be benign but is actually malicious and that would look like a program-
ming error or an oversight if discovered.144 But  these concerns  were tram-
pled by the virtual gold rush that was taking place. In the market for zero- day 
vulnerabilities, commercial companies  were often outbid by governments 
who had larger purses.145 Some of the largest spenders on zero- day vulner-
abilities  were the governments of Israel, the United Kingdom, Rus sia, India, 
and Brazil.146 The NSA is known to have begun buying vulnerabilities in 
2012, when they bought a subscription to a “zero- day ser vice” from French 
security 0rm VUPEN.147 The following year, the NSA was said to be the 
top purchaser of zero- day vulnerabilities in the world, and they bought them 
not for the purpose of being able to defend against them but to use for hack-
ing.148 Other US government agencies  were also interested in purchasing 
zero- day vulnerabilities. The US Navy issued a proposal stating that it was 
seeking to obtain exploits for zero- day vulnerabilities in commercial software 
from vendors including Microsoft, IBM, and Apple.149 In 2016, the FBI paid 
more than $1.3 million for an exploit for a zero- day vulnerability in Apple’s 
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iPhone.150  Because of its security features, the iPhone had become a prize tar-
get that commanded the highest prices. A com pany named Zerodium an-
nounced that they would pay $1 million for zero- day vulnerabilities in iOS, 
which is the operating system that runs on Apple iPhones.151 Zerodium  later 
claimed that they did pay that price for just such a vulnerability but that they 
would resell the information “to US customers only” such as government 
agencies and “very big corporations.”152

As the market for vulnerabilities grew, individual technology companies 
began to participate.  These companies typically paid a standing fee or bounty 
for vulnerabilities that  were found in their own products. The de0nition of 
what constituted a vulnerability was typically rather broad in  these cases and 
would often encompass issues that  were less signi0cant than a zero- day. For 
example, a com pany might pay a person who found that an internet- facing 
computer owned by the com pany had a miscon0guration that could poten-
tially cause a security issue.

Netscape Communications had offered a reward of $1,000 and a T- shirt 
for vulnerabilities found in their software in 1996, but it was not  until the 
mid-2010s that a signi0cant number of organ izations began to establish bug 
bounty programs.153  These programs enabled  people who reported security 
vulnerabilities in the organ ization’s products or website to receive a bounty, 
typically 0nancial compensation. Major companies such as Apple, Google, 
Microsoft, and Facebook established bug bounty programs, as did some US 
government agencies such as the Department of Defense.154 The organ-
izations that established bug bounty programs often employed a broker in 
the form of a bug bounty com pany that would act as an intermediary. The 
bug bounty companies would work directly with the  people who submitted 
bug reports on the front end, and also manage payouts on the back end. This 
model created an economy of scale in that the bug bounty companies could 
become pro0cient at  handling the large numbers of  people submitting bug 
reports across multiple organ izations. By 2017, the leading bug bounty com-
pany had received $74 million in venture capital funding.155 The CEO of that 
com pany stated that through bug bounties they  were “empowering the world 
to build a safer internet,” but the real ity was not so  simple.156

Bug bounty programs typically offer higher rewards for more impor tant 
vulnerabilities and lower rewards for less impor tant vulnerabilities. But 
 because researchers get paid by a bug bounty program only when they 0nd 
a vulnerability, this creates the incentive to look for only vulnerabilities that 
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represent a good trade- off for the researcher in terms of the dif0culty of 0nd-
ing a vulnerability versus the pos si ble reward. The result is that an organ-
ization that offers a bug bounty might have many  people looking for 
vulnerabilities that are relatively easy to 0nd but relatively few  people look-
ing for vulnerabilities that are more dif0cult to 0nd.157 Vulnerability research-
ers also have the incentive to focus their time and effort on newly launched 
bug bounty programs and to switch to  those new programs at the expense of 
existing programs.158 The new programs represent fresh ground and a 
higher probability of 0nding a vulnerability that  will provide a payoff.159 This 
creates the situation where the goals of the bug bounty companies and their 
customers are not aligned. The bug bounty companies want to sign new 
customers, but by  doing so they cannibalize the researchers working to 
0nd vulnerabilities for their existing customers.160 A bug bounty program is 
by its very nature reactive; it attempts to address the presence of vulnerabili-
ties that exist in code, but it does not address the more fundamental ques-
tion of how  those vulnerabilities came to be pre sent in the code in the 0rst 
place. Bug bounty programs do not therefore provide a solution to the sys-
temic prob lems that cause vulnerabilities to exist. If a white hat hacker 0nds 
and reports a security vulnerability in a piece of software, this does nothing 
to address other vulnerabilities of that same type that  will most likely be 
found in the software in the  future.

Bug bounty programs appeared at 0rst to be a mechanism by which the 
No More  Free Bugs campaigners could potentially achieve their goals, but 
the 0nancial return to security researchers from bug bounty programs would 
not be as lucrative as they might have hoped. In 2012, the largest bug bounty 
program was the Zero Day Initiative run by HP Tipping Point. Between 
2005 and 2012, that program paid out $5.6 million in bounties, which 
amounted to $80,000 per year spread across  every researcher who received a 
payout.161 In 2016, the Facebook bug bounty program had paid $4.3 million 
to eight hundred bug hunters since its inception, a mathematical average of 
only around $5,000 per researcher.162 The amount received by the average 
researcher would in real ity be much smaller than that amount since a small 
elite of bug hunters take home most of the bounties.163 The rationale put for-
ward by one leading bug bounty com pany for not making large payouts was 
that they simply could not since software developers would leave their jobs 
and start working as bug hunters instead, and then “no one would be left to 
actually 0x the bugs.”164 This was a ludicrous claim  because if  there  were no 
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software developers to write new code, then  there would be no new code to 
examine for vulnerabilities. The claim was useful, however, in identifying 
the preferences of the commercial bug bounty companies. The bug bounty 
programs that they created for their corporate customers  were intentionally 
regressive for the bug hunters— a scheme that was described as a way for 
“multi- national corporations to get hundreds of security researchers to do 
work for  free.”165

It quickly became apparent that 0nding vulnerabilities for the purpose 
of receiving rewards from bug bounty programs could not enable a person 
to obtain a salary that was comparable to a full- time job working in the 0eld 
of information security.166 Some vulnerability researchers complained that 
the amount of compensation paid by bug bounty programs was not high 
enough for researchers who had “mortgages and families.”167 The inability 
of all but a small number of vulnerability researchers to make a living from 
bug bounty programs began to in1uence the makeup of  those who partici-
pated in the programs.  People from developing countries began to participate 
in larger numbers  because the money paid by the bug bounty programs had 
more purchasing power in their home countries.168 Journalists found the idea 
of  people from developing countries being paid to 0nd vulnerabilities in the 
websites and software written by US companies intriguing, and a number of 
pro0les of  those individuals  were published.169  Those pro0led in the articles 
 were often young (in their twenties) and described themselves as  either using 
bug bounties to support themselves  until they could 0nd a corporate job or 
planning to spend the money they made from bug bounties for the purpose 
of starting their own com pany.170

Another consideration for bug hunters was that participating in a bug 
bounty program was not necessarily a safe activity. In a 2015 incident, a bug 
hunter found a vulnerability in Instagram, which is a photo  and video- 
sharing ser vice owned by Facebook.  After he reported the vulnerability us-
ing the Facebook bug bounty program, Alex Stamos, the chief security of0cer 
at Facebook, made a phone call to the CEO of the bug hunter’s employer and 
threatened  legal action.171 Facebook felt that the bug hunter had gone too far 
in his testing.172 The bug hunter felt that Alex Stamos had contacted his em-
ployer as an intimidation tactic.173

In some cases, bug bounty programs affected the healthy functioning of 
the 0nancial markets. The ride- sharing ser vice Uber suffered a security 
breach in 2016 in which the personal data of 57 million Uber users from 
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around the world was compromised.174 That information included names, 
email addresses, and phone numbers. But instead of disclosing the breach to 
regulators, the com pany used their bug bounty program to hide the fact that 
the breach occurred.175 Uber paid the hackers $100,000 through the bug 
bounty program to destroy the information they had acquired and to keep 
the breach quiet.176 The board of directors at Uber only discovered the breach 
 after commissioning an investigation, and the chief security of0cer and one 
of his deputies who was an attorney  were both subsequently 0red  because of 
the incident.177

The commercial markets that  were created by the buying and selling of 
zero- day vulnerabilities and by the new bug bounty programs  were the 
capitalistic endgame for the question of disclosure. The bug brokers— the 
middlemen who had inserted themselves between the buyers and sellers— 
believed that no other approach could be considered. They portrayed any 
alternative to their existence as “communism.”178 Bug bounty programs 
 were in one sense a victory for the hackers  because they represented a nor-
malization of the idea of hacking as a social good. To the hackers, an invita-
tion had been extended from the largest commercial companies to hack 
their software and to be paid for  doing so. But this was also a commercializa-
tion of the hackers and their skills for 0nding vulnerabilities, and commer-
cialization meant private control.

 There was no romance to hacking now, no intellectual hedonism  free of 
commercial concerns. The white hat hacker, now rebranded as a security re-
searcher or a bug hunter, had become merely a cog in a machine that was 
larger than any single person and that was operated by corporations. Cash 
ruled every thing around them, and that cash required secrecy. The person 
who sold a zero- day vulnerability could not disclose it publicly  because it 
would rob the buyer that had purchased the vulnerability of their ability to 
use it. The buyer would also not disclose the vulnerability  because they would 
want the information to retain its value for as long as pos si ble. This arrange-
ment removed the ability of white hat hackers, security researchers, and 
commercial security companies to promote themselves through disclosure 
and thereby gain status. They  were trapped from both above and below. 
From above, they could no longer compete with the nation- states who  were 
able to bring massive resources to the task of 0nding zero- day vulnerabilities. 
From below, the less severe vulnerabilities  were being drained by software 
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security initiatives within organ izations and by bug bounty programs. They 
needed a new way to reclaim their status.

They in ven ted stunt hacking.179 This is the act of 0nding and publicizing se-
curity vulnerabilities in everyday technologies such as automobiles, air-
planes, and medical devices.180 Stunt hacking is a violent simpli0cation of the 
world. It obviates any consideration for the role of economics or psy chol ogy 
in security failures and concentrates only on the technical aspects of hacking 
and vulnerabilities in which hackers hold expertise. The types of vulnera-
bilities that they pursued in their stunt hacking  were  those that they thought 
would generate the most publicity, no  matter how esoteric the subject of their 
efforts. They hacked cargo container ships, multimillion- dollar superyachts, 
home thermostats, emergency sirens, wind farms, thermometers, and even 
electronic toilets.181 This new focus for their security research created a kind 
of disaster tourism out of security vulnerabilities. In 2011, a security researcher 
presented the results of his research on the wireless hacking of insulin pumps, 
medical devices that help  people with diabetes to stay alive.182 The following 
year, a security researcher claimed that he could remotely hack a pacemaker 
inside a person’s body and cause it to stop working, killing him.183

It was a dark and pessimistic vision. Every thing was vulnerable, and by 
induction  there was no hope for security. This was a message that many jour-
nalists  were willing to embrace at face value. One New York Times article 
breathlessly reported on the stunt hacking of automobiles by asking the reader 
to “imagine driving on the freeway at sixty miles per hour and your car sud-
denly screeches to a halt, causing a pileup that injures dozens of  people. Now 
imagine you had absolutely nothing to do with the accident  because your car 
was taken over by hackers.”184 A second New York Times article suggested 
that “the only  thing that stops a bad guy with a hack is a good guy with a 
hack.”185 Stunt hacking was warmly received by journalists and by readers 
perhaps  because it satis0es a base  human need— being told that the  future 
 will be awful is by some mea sure less distressing than merely suspecting it.

Stunt hacking was portrayed as a sel1ess act, a way to draw attention to 
dangerous vulnerabilities. What went unsaid was that stunt hacking was a 
means by which hackers and commercial security companies could promote 
themselves and their technical skill sets.186 The broader security industry also 
bene0ted from stunt hacking  because the promotion of vulnerabilities and 
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security issues in the popu lar press led to a larger market for security prod-
ucts and ser vices. Security conferences such as Black Hat and Defcon invited 
hackers with the most byline- friendly stunt hacking feats to speak.187 This 
was a triumph for the hackers who saw themselves propelled to the forefront 
of attention. But what had begun as an exercise in self- promotion increas-
ingly began to be seen as the truth. And sometimes, to their surprise,  those 
who carried out stunt hacking did not receive the deference and gratitude 
that they expected.

In 2015, a security con sul tant was 1ying on a Boeing 737 plane from Den-
ver to Chicago. During the 1ight he used the in- 1ight wireless networking 
to send a tweet stating that he had hacked one of the plane’s computers. He 
asked, perhaps rhetorically,  whether he should send a signal to the computer 
to activate the plane’s oxygen masks.188 As a result of sending that tweet he 
was arrested by the FBI.189 When he was interviewed, he claimed to have 
used a network cable to connect to the electronics under neath his seat in the 
plane and to have done this on 1ights “approximately 0fteen to twenty 
times.”190 He also claimed to have on one occasion issued a command to a 
plane that caused one of the airplane engines to climb, resulting in, as he put 
it, “lateral or sideways movement of the plane.”191 But this was abject self- 
delusion, the claim of a fantasist. The possibility that he had caused a Boe-
ing 737 plane to move sideways was described by aviation experts as 
inconceivable.192 Boeing also made a statement that the entertainment sys-
tems that are accessible from a seat are completely isolated from the systems 
that control the 1ight of the aircraft.193

The Boeing 737 stunt hacking incident illustrates the twin dangers of 
stunt hacking: that hacking for the purposes of generating publicity can cre-
ate a make- believe idea of risk and can also drown out legitimate research.194 
Research on topics such as automobile security has been presented at refer-
eed academic conferences and published in peer- reviewed academic jour-
nals.195 But the existence of stunt hacking creates the situation where the 
popu lar press is much more likely to write articles about what one commen-
tator has described as “avant- garde horrors such as the fact that pacemakers 
can be remotely controlled with a garage door opener and a Pringles can.”196 
In turn, this reporting can cause the average person to develop an erroneous 
understanding of the level of risk that exists in everyday life.197

Stunt hacking was so successful at acquiring the attention of the main-
stream press that the idea began to be projected outward. For  those with the 
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presupposition that hacking was an unalloyed good, it was logical to promote 
the act of hacking itself.198 This belief led to the idea that  every person, in-
cluding  children, should learn to “think like a hacker” and 0nd vulnerabili-
ties just like a hacker would.199 At the Defcon conference in 2018, a workshop 
aimed to provide  children between the ages of 0ve and sixteen with “the op-
portunity to hack into exact replicas of the secretary of state election results 
websites for the thirteen presidential election battleground states, changing 
the vote tallies and thus the election results.”200 A former White House liai-
son for the Department of Homeland Security was quoted in a national US 
newspaper as saying that “ these websites are so easy to hack we  couldn’t give 
them to adult hackers— they’d be laughed off the stage.”201 But for the aver-
age person, being told to “think like a hacker” was like being told to “think 
like a professional chef.”202 It is pos si ble to learn how to hack computers, but 
that skill cannot be delivered via a catchphrase. Indeed, the Defcon work-
shop was revealed to be a sham. Instead of exact replicas, the  children  were 
coached to 0nd vulnerabilities in look- alike websites created for the event.203

Stunt hacking promotes the idea that security vulnerabilities represent a 
dreadful danger to the common person, and through stunt hacking  those 
with the darkest fears become the most power ful. But much of that story is 
a fantasy that has been exaggerated and distorted by hackers to serve their 
own interests. It is an illusion that has spread unquestioned, precisely  because 
it bene0ts so many  people.
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